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1. Introduction

North East and North Cumbria Integrated Care Board (NENC ICB) is committed to
developing and maintaining prepared, and resilient services, by taking a proactive
approach to Emergency Preparedness, Resilience and Response (EPRR).

NENC ICB will lead integration within the NHS, bringing together all those involved in
planning and providing NHS services to take a collaborative approach to agreeing
and delivering ambitions for the health of their population.

The NHS England core standards for EPRR requires NHS organisations and
providers of NHS funded care to have an overarching EPRR policy for building
resilience across the organisation to enable a response to major and critical incidents
and business disruptions, regardless of source, whilst continuing to deliver the core
critical services that its stakeholders and community rely upon.

As part of the ICB's on-going programme to increase resilience, the ICB will continue
to maintain its statutory duties as a Category 1 responder under the Civil
Contingencies Act (CCA) 2004, and NHS England EPRR core standards.

2. Strategic Context, Legislation and Statutory Duties

ICBs are defined as category 1 responders under the Civil Contingencies Act (2004).
This means they are at the core of the response to most emergencies. Category 1
responders are subject to the full set of civil protection duties as listed below.

e Assess the risk of emergencies occurring and use this to inform contingency
planning

e Putin place emergency plans

e Putin place business continuity management arrangements

e Putin place arrangements to make information available to the public about
civil protection matters and maintain arrangements to warn, inform and advise
the public in the event of an emergency

e Share information with other local responders to enhance co-ordination

e Co-operate with other local responders to enhance co-ordination and efficiency

In addition to its duties under the Civil Contingency Act, the NENC ICB recognise their
EPRR responsibilities as detailed within section 46 of the Health & Social Care Act
2012 (H&SCA) and will, in partnership with their commissioned services, meet this
responsibility through:

e Ensuring contracts with provider organisations contain relevant emergency
preparedness, resilience (including business continuity) and response elements.

e Supporting NHS England in discharging its emergency preparedness, resilience
and response functions and duties locally

e Have in place an EPRR annual work programme, informed by CCA requirements
and the NHSE EPRR Cores standards.

e Commit to regular participation in training and exercising both singularly and, in
cooperation with partner agencies.

e Providing and offering support with local Category 1 responders, engage with

ICBP014 EPRR Policy (3) Page 5 of 32
Official



Category 1 responders during any declared incident/s and cooperate and share
information and plans for declared Major and Business continuity incidents with all
LRF and LHRP partners.

¢ Fulfilling the responsibilities as a Category 1 Responder under the Civil
Contingencies Act 2004 including maintaining business continuity plans for their
own organisation

e Maintain the ability to access any required additional funding/s in relation to any
incident.

e Have in place an EPRR work programme

e Through the ICB Accountable Emergency Officer (AEO) the ICB will co-chair the
Local Health Resilience Partnership in partnership with Director of Public Health
(DPH)

e Seek assurance that provider organisations are delivering their EPRR obligation/s.

The ICBs EPRR programme will adhere to the underpinning principles of the NHS
EPRR Framework 2022:

Preparedness and anticipation
Continuity

Subsidarity

Communication

Cooperation and integration
Direction

NENC ICB will ensure its compliance with legislation, guidance and framework
documents, including but not limited to:

e Civil Contingencies Act (2004)

Corporate Manslaughter Act 2007

e Emergency Preparedness — e Human Rights Act 1998
Statutory guidance (CCA e Minimum Occupational
2004) Standards for NHS Emergency
e Emergency Response and Preparedness, Resilience and
Recovery — Response
Non statutory guidance (CCA e Health and Care BiIll:
2004) Integrated Care Boards and
local health and care systems
e NHS Constitution for England « National Risk Register 2020
— including the NHS Standard e Guidance for NHS
Contract Service Conditions commissioners on Equality and
(SC30) Health Inequalities legal duties

e NHS Act 2006

e NHS England EPRR
Framework 2022 and
associated guidance

e Health and Care Act 2022

e Health and Social Care Act
2012
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The minimum requirements that commissioners and NHS-funded organisations
must meet are set out in the current NHS EPRR Core Standards. This is
achieved through the collaborative production of plans for incident response,
business continuity and recover in accordance with guidance. This document
outlines the requirements for Emergency Preparedness, Resilience and
Response (EPRR) detailing the minimum requirements for planning and
responding to incidents across the NHS North East and North Cumbria
Integrated Care System(ICS).

3. Aim and Objectives

The aim of the Emergency Preparedness, Resilience and Response (EPRR)
Policy is to outline the organisation’s requirements and approach to complying
with EPRR responsibilities under the CCA, NHS EPRR Framework and other

relevant legislation and national guidance

4. Objectives

This policy will achieve the stated aim by ensuring the following objectives are met:

An integrated emergency planning process is in place across the ICB that is
built on the principles of integrated emergency management (IEM) as well as
risk assessment, cooperation with multi-agency partners, emergency planning,
communicating with the public and information sharing;

An incident response plan, associated plans and guidance are in place, kept up
to date, accessible, tested regularly and specifically addresses any potential
causes of a major incident for which the ICB is at particular risk;

A business continuity policy and associated plans for business continuity
disruptions are in place, kept up to date, accessible and tested regularly;

The needs of vulnerable persons, including children, are considered in all
resilience arrangements;

Appropriate arrangements are in place to provide and receive mutual aid locally,
regionally and nationally;

Systems and facilities are in place to ensure health, safety and welfare of all
staff in a major incident or business continuity incident;

Suitable and sufficient training arrangements are in place to ensure the
competence of staff in performing emergency planning and major incident roles;
The ICB’s EPRR arrangements are mutually compatible with and fully support
other EPRR arrangements within the wider health economy and that it actively
participates in the Local Health Resilience Partnership (LHRP) and Local
Resilience Forums (LRFs);

A culture of EPRR is adopted within and across the ICB that makes EPRR an
intrinsic element of management and operation

5. Policy Statement

An integrated approach for EPRR in the North East and North Cumbria Integrated Care
Board (NENC ICB) has been adopted and the NENC ICB EPRR Policy has been
developed by and will be used in conjunction with local Provider policies across the
North East and North Cumbria Integrated Care System (NENC ICS). Therefore, the
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NENC ICB accepts and abides by their statutory duties as a Category 1 responder
under the Civil Contingencies Act 2004 (CCA). As a category 1 responder, the ICB will
fulfil the associated set of civil protection duties

6. Duties - Roles & Responsibilities

6.1. Integrated Care Board

The responsibilities of the NENC ICB, as a Category one responder, is subject to the
full range of civil protection duties and will maintain a requirement to, as per the NHS
EPRR Framework 2022:

e Fulfil the relevant duties under the CCA 2004 and the requirements in respect
of emergencies within the NHS Act 2006 and the Health and Care Act 2022

e AEO to co-chair the LHRP and maintain the involvement and support of LHRP
partners at strategic and tactical level

e Ensure appropriate director level representation at the LRF

e Establish a mechanism to provide NHS strategic and tactical leadership and
support structures to effectively manage and coordinate the NHS response to,
and recovery from, incidents and emergencies, 24/7. This will include
representing the NHS at Strategic Coordinating Groups and Tactical
Coordinating Groups

e Support NHS England in discharging their EPRR functions and duties locally,
including supporting ICS tactical coordination during incidents (level 2-4
incidents)

e Ensure robust escalation procedures are in place to respond to disruption to
delivery of patient services

e Provide a route of escalation for resilience planning issues to the LHRP in
respect of commissioned provider EPRR preparedness

e Develop and maintain incident response arrangements in collaboration with all
NHS-funded organisations and partner organisations

e Ensure that there is an effective process for the identification, recording,
implementation and sharing of lessons identified through response to incidents
and emergencies and participation in exercises and debrief events

e Provide annual assurance against the NHS EPRR Core Standards, including
by monitoring each commissioned provider’s compliance with their contractual
obligations in respect of EPRR and with applicable Core Standards

e Ensure contracts with all commissioned providers (including independent and
third sector) contain relevant EPRR elements, including business continuity

Where the ICB or LRF covers more than one geographical location then agreement
will be made locally in respect of representation for planning and response. Please
refer to Section 6.2 Planning Structures. NENC ICB is responsible for ensuring
appropriate leadership relating to the work of EPRR, including responding to incidents
which can occur at any time of day or night. The ICB operates a two-tier command
and control structure (Executive - Strategic). This is a hierarchy system whereby
individuals are empowered through their role within the structure and provides them
with specific authority over others for the duration of an incident.
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6.2. ICBs Board

The Board is responsible for determining the governance arrangements, including
effective risk management processes. It is responsible for ensuring that the necessary
policies, procedures and guidelines are in place to safeguard and reduce risk to the
ICB and ICS. In addition, the Board will require assurance on policies, procedures and
guidelines being implemented and monitored for effectiveness and compliance. The
Board are responsible with signing off the EPRR policies.

6.3. Chief Executive Officer (CEO)

The Chief Executive Officer (CEO) has overall accountability for ensuring the ICB has
EPRR arrangements in place to respond to and recover from incidents as defined by
the NHS framework. The implementation of this procedure is the responsibility of the
CEO which can be delegated usually to the AEO with oversight from the CEO. The
CEO is also responsible with ensuring that funding and resources are available to
allow the implementation and maintenance of the ICBs EPRR arrangements. The
CEO will ensure that an annual report is presented to the Board by the AEO.

6.4. Executive Lead for EPRR and nominated Accountable Emergency
Officer (AEO)

Under the EPRR Framework a ICB must have a named Accountable Emergency
Officer (AEQ) that is a board level director (or equivalent). The role will be undertaken
by the Chief Strategy Officer. They will have executive authority and responsibility for
ensuring that the organisation complies with legal and policy requirements. They will
provide assurance to the board that strategies, systems, training, policies and
procedures are in place to ensure their organisation responds appropriately in the
event of an incident.

AEOs will be aware of their legal duties to ensure preparedness to respond to an
incident within their health community to maintain the public’s protection and maximise
the NHS response.

In the event of a major incident in hours, the CEO or the AEO will be responsible for
activating the proportional response arrangements. Out of hours, this will be the
responsibility of the Executive Commander.

Additionally, the AEO is responsible for:

e Ensuring that the organisation is compliant with the Emergency
Preparedness Resilience & Response requirements as set out in the NHS
England EPRR Framework, the Civil Contingencies Act (2004) and all
legislation and guidance referenced in this policy

e Ensuring that the organisation is properly prepared, staffed and resourced
for responding to and recovering from incidents as defined by the NHS
Framework

e Ensuring the organisation and any providers and sub-contractors in
commissions have robust Business Continuity planning arrangements in
place which reflect applicable standards

ICBP014 EPRR Palicy (3) Page 9 of 32
Official



e Ensuring that the organisation complies with any requirements of the NHS
England, or agents thereof, in respect of the monitoring of compliance or
assurance for EPRR

e Ensuring the ICB completes and submits its annual EPRR self-assessment
in line with the NHSE Core standards annual process

e Ensuring that NHS providers complete and submits their annual self-
assessment in line with the NHSE Core standards process.

e Providing the NHS England, or agents thereof, with such information as it
may require for the purpose of discharging its functions during a declared
Major Incident

e Ensuring the ICB maintains and discharges its duties as a designated Cat
1 responder as laid down in the Civil Contingencies Act (2004)

e Ensuring that the organisation is appropriately represented at multi agency
Local Resilience Forum (LRF) meetings such as Tactical Command Group
(TCG) - Strategic Command Group (SCG)

e Co-Chairs the Local Health Resilience Partnership (LHRP) meetings as per
LHRP terms of Reference

e Provides assurance on EPRR arrangements in the form of reports to the
Board, which at a minimum must include an overview of:

o training and exercises undertaken by the organisation o summary of
any business continuity, critical incidents and major incidents
experienced by the organisation

o lessons identified and learning undertaken from incidents and
exercises

o the organisation's compliance position in relation to the latest NHS
England EPRR assurance process

6.5. Executive & Strategic Commanders (on-call)

The On-Call is responsible for handling the initial out of hours calls, responding and
initiating as necessary any ICB required proportional response, including attending the
Incident Coordination Centre (ICC) if required and hold responsibility for the ICBs
response and decision making out of hours. The full set of responsibilities of the
Executive and Strategic Commanders are detailed in the ICB’s on-call commander
framework.

6.6. ICB System ResilienceTeam

The Director of System Resilience and Deputy Director of System Resilience are
responsible for all aspects of operational implementation of the EPRR Policy and
compliance with relevant EPRR documents. They will progress the EPRR Work
Programme and will manage the activity of the System Resilience Team; reporting to
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the AEO any impacts that affect the organisations’ ability to plan for, respond to and
recover from incidents. Specific responsibilities include:

e Ensuring that the NENC ICB jointly plans with Acute Organisations, Community
Providers, NHS England sub regional Team, Local Authorities, and other
category 1&2 responders as required

e Developing and continuously maintaining the EPRR arrangements

e Ensuring that NENC ICB relevant staff are appropriately trained and have the
necessary skills to carry out their role

e Providing regular updates and annual reports to the Emergency Accountable
Officer and NENC ICB board/governing body

e Overseeing the audit and fit for purpose requirements for both emergency

planning and business continuity

Attend and participate in the Local Health Resilience Partnership (LHRP)

Oversight of the NENC ICB EPRR who support the EPRR function

Build and maintain a working relationship with local LRF and partners

Maintaining and monitoring the EPRR lessons register

Maintain Business Continuity Management System to ensure the continuation

of provision of services in line with 1ISO22301

6.7. Executive Directors/ICB Directorate Leads

Executive Directors and ICB Directorate Leads carry accountability before the AEO
for their respective department/ directorate and are responsible for:

e Ensuring that the services they provide are compliant with the *Business
Continuity Management System engaged by the ICB

e Ensuring their respective services emergency response and business
continuity plans are complete, fit for purpose and tested annually

e Ensuring adequate resources from within their service are made available to
ensure emergency response and business continuity plans are developed and
maintained

e EPRR messages are cascaded to appropriate staff within the department and
staff are aware of their role during an incident

e Ensuring that staff under their directorate attend exercises and are adequately
trained in their EPRR roles

6.8. Chief Finance Officer

The Chief Finance Officer in cooperation with the CEO will ensure that sufficient funds
are allocated to ensure that the ICB’s EPRR functions can be carried out in line with
statutory requirements.

6.9. Other Roles

All staff that have responsibility for ensuring Emergency Preparedness, Resilience and
Response requirements are embedded within the NENC ICB are described within the
associated EPRR documents.
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6.10. EPRR Steering Group

Chaired by the Director of System Resilience, this group will receive verbal and/or
written reports on a regular basis with regards to the EPRR workstreams, and
business continuity matters at ICB and Local Delivery Team (LDT) area e.g.,
compliance, approval of policy, risk to operational services, new initiatives, regional
and national updates etc.

7. Integrated Care Board EPRR Framework

7.1. EPRR Approach
In addition to the EPRR guidance, NHS organisations use the Integrated Emergency

Management (IEM) cycle to anticipate, assess, prevent, prepare, respond and recover
from disruptive challenges.

Anticipation

Integrated
Emergency

Management
(IEM)

Prevention

Preparation

The NENC ICB will discharge its EPRR functions by applying the Integrated
Emergency Planning principles as described under the CCA (2004).

IEM is based on following a life cycle of planning, testing, review to drive continual
improvements in our emergency preparedness.

Anticipate through horizon scanning, gain an awareness of the hazards that could
affect service delivery.

Assess the likely impact of hazards on critical services and identify measures to
prevent or mitigate the hazards.
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Prepare by developing business continuity plans, hazard specific incident response
plans and supporting planning arrangement to ensure a respond to disruptions to
business continuity.

Respond by adopting tried and tested Incident Response Plan to ensure an effective
response to a major incident or disruption to business continuity.

Recover to be able to manage the longer-term consequences of a disruption to
business continuity or major incident and to be able to recover normal levels of service
delivery as quickly as possible.

7.2. Planning & Structures

Strategic Forums are in place and responsible for delivering joint health planning,
known as Health Resilience Partnerships (HRPs) of which the ICB will form part of the

membership:
Local
Triumvirate approach to attendance Resilience
Forum
Regional Health
Resilience
Partnership
~
Attended by: Health
LRF Strategic G i
rategic Groups Ambulance AEO Local Health
NHS England Regional EPRR e
)/ Resilience
N Partnership (ICB led) NN public
Attended by: Care Health
. ICB Head of EPRR
LRF Tactical Grou ps Ambt:ant:e Resilience Managers
Regional EPRR Team e
i ) Health Resilience
_____________ Sub Group
. Attended by: LRF 5ub Groups attended by designated Chaired by EPRR Lead with all
LRF Operational Place based EPRR leads representative from providers within the EPO's (Provider, ICP & LA}
Grou ps Ambulance Resilience Managers ICB footprint to develop local
Regional EPRR Team relationships and interoperability

7.3. Regional Health Resilience Partnership (RHRP)

The RHRP acts as the Strategic Forum across the North East and Cumbria ICB
footprint and provides a single collaborative forum between National EPRR work
programmes and work and planning undertaken at a locality level. The ICB AEO will
attend the RHRP on behalf of the ICB.

7.4. Local Health Resilience Partnerships (LHRPS)

The Local Health Resilience Partnership (LHRP) is chaired by the ICB AEO and acts
as a Strategic forum across health and care (NHS Health, Public Health and Social
Care) to deliver the ICB’s EPRR strategy and effect the coordination of national,
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regional and ICB level workstreams with terms of reference in place to ensure that the
NHS the Integrated Care Board footprint can respond to significant incidents or
emergencies of any scale in a way that delivers:

e optimum care and assistance to the victims and their families,
e that minimises the consequential disruption to healthcare services and
e that brings about a speedy return to normal levels of functioning

Members of the LHRP comprise of Strategic Health Leaders from across the NENC
ICB footprint, in the event that the designated representative is unable to attend the
meeting the expectation is that any deputy must have:

e the authority to take decisions on behalf of their organisation
e the authority to approve plans and policies and
e the authority to commit resources on behalf of their organisations/systems.

7.5. Format & Frequency of meetings

The North East and North Cumbria LHRP will meet, as a minimum, quarterly and align
the meeting schedule with the Regional Health Resilience Partnership. Meeting
structures may vary to meet the needs of the locality and will be directed by the
Accountable Emergency Officer.

All meetings will be formally documented, and minutes shared with all relevant health
organisations within the LHRP area and will be brought to the LRF by the co-chairs.
These minutes will be publicly available on request, subject to appropriate
consideration of any restricted/sensitive items.

Any reports or items to be tabled must be submitted a minimum of ten working days
prior to the next LHRP meeting and subsequent papers and minutes will be circulated
to LHRP members a minimum of seven working days before the next meeting.

7.6. Health Resilience Sub-Group

The ICS EPRR Group will feed jointly into the North East & North Cumbria Local Health
Resilience Partnership and Local Resilience Forum(s) whereby the local health
organisations will come together to collaborate and deliver the strategic aim and
objectives. This group will be chaired by the ICB Deputy Director of System Resilience.
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7.7. Local Resilience Fora

Attended by:

LRF Strategic Groups A'“,;.ﬁ:m AEO

Deputy Regional Head of EPRR

Attended by:
s ICB Head of EPRR
LRF Tactical GrOUpS Ambulance Resilience Managers
Regional EPRR Team
3 Attended by: LRF Sub Groups attended by designated
LRF Operatlonal Place based EPRR leads representstlvepsfrom providers witgh'l\s the
Groups Ambulance Resilience Managers ; ICB footprint to develop local
Regional EPRR Team relationships and interoperability

It is critical that as part of our Health Resilience and Local Resilience Forum
partnerships that we maintain a consistent and interoperable engagement with fosters
sharing of information and joint working. The Director of System Resilience will also
attend the LRF Strategic Groups however in the event of multiple LRF groups taking
place concurrently, deputies will be identified and briefed accordingly.

7.8. Annual Work Programme

The NENC ICB’s EPRR work programme is structured around the Cycle of Emergency
Planning as described by the Cabinet Office (2017) and aligns to the afore mentioned
legislation and statutory requirements for NHS Funded Organisations.

The Emergency Planning Cycle represents a systematic and ongoing process,
preparing organisations, such as Integrated Care Boards for the response to, and
recovery from emergencies.

The System Resilience team is responsible with the maintenance and progression of
the annual work programme and is informed by:

current guidance and good practice

lessons identified from incidents and exercises
identified risks

outcomes of any assurance and audit processes

The ICB will follow an all-hazards approach in preparation though the development
and maintenance of an Incident Response Plan which will provide a framework for
response to incidents within the Integrated Care System’s footprint and/or the wider
NHS geography. Incidents and events affecting the delivery of ICB services and
function will be managed under the NENC ICB Business Continuity Plan (NENC ICB
BCP) as per the ICBs *Business Continuity Management System (ICB BCMS).
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8. Risk Assessment and Risk Management Process

8.1. Risk Assessment

National Risk Register and Local Community Risk Register assesses the risk of events
occurring within the geographical area of the ICB, or within ICB real estate and inform
the ICB’s contingency planning.

The ICB’s internal corporate risk management process includes identifying risk to
provision of ICB services and is monitored on a quarterly basis as per the ICB Risk
Policy.

8.1.1. Risk management process

The ICB undertakes risk assessments within the LHRP informed by the Local
Resilience Forums’ resilience partners in the North East and North Cumbria. The ICB’s
risk team, including service risk leads, identify any risk to service delivery and regularly
review any risks entered into the ICB Corporate and Directorate Risk Registers.

Any risk identified is allocated a risk level. This is the likelihood of a risk occurring (on
a scale of 1 -5) plotted against its impact (also on a scale of 1 — 5) to give a score out
of 25.

All risks scoring 12+ will be reported to the Executive Team and relevant committees.

All risks scoring 15+ will be reported to the Board and escalated to the regional NENC
Local Health Resilience Partnership via the appropriate command chain.

The process whereby the Directorates assess, record and implement action plans to
mitigate risk is detailed in the ICB Risk Policy.

8.2. Emergency Planning

8.2.1. NHS Incident Classification

The EPRR framework defines the three types of incidents within the NHS as:

Business A business continuity incident is an event or occurrence that
Continuity | disrupts, or might disrupt, an organisation’s normal service delivery,
Incident below acceptable predefined levels, where special arrangements
are required to be implemented until services can return to an
acceptable level. (This could be a surge in demand requiring
resources to be temporarily redeployed).

A critical incident is any localised incident where the level of
disruption results in the organisation temporarily or permanently
losing its ability to deliver critical services, patients may have been
harmed or the environment is not safe requiring special measures
and support from other agencies, to restore normal operating
functions.

Major The Cabinet Office, and the Joint Emergency Services

Incident Interoperability Principles (JESIP), define a Major Incident as an
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event or situation with a range of serious consequences that require
special arrangements to be implemented by one or more
emergency responder agency. (NHS EPRR Framework, 2022) In
the NHS this will cover any occurrence that presents serious threat
to the health of the community or causes such numbers or types of
casualties, as to require special arrangements to be implemented.

The ICB Incident Response Plan, Business Continuity Plan and associated guidance
and actions card ensure that the ICB can implement an effective response to any
reasonably predictable incident.

8.2.2. Incident Response

8.2.2.1. Incident Response Plan & Multi-agency plans
The ICB’s Incident Response Plan (IRP) has been developed and is maintained and
updated in line with current legislation, guidance and best practice to ensure the
organisation has effective arrangements in place to define and respond to Critical and
Major incidents as defined within the EPRR Framework.

The IRP is to be used alongside the relevant ICB Action Cards.

At a minimum, the Incident Response Plan and Action Cards will provide a response
framework and guidance to address any hazard classed as:

e Adverse Weather e Cyber Incident

e Countermeasures e Infectious diseases and new and
emerging pandemics

e Mass Casualty
e Evacuation and Shelter

Multi-agency plans will be developed through the LRF, LHRP groups. The ICB will
work in partnership with the LHRP to ensure its actions and responsibilities are clearly
detailed and trained.

Incident declaration

Any incident will impact on service delivery within the NHS, which may undermine
public confidence and require contingency plans to be implemented. When making the
decision to declare an incident the person making the decision should be clear on what
the declaration of an incident will achieve. NHS organisations and NHS-funded
organisations should be confident in judging the severity of an incident and
determining if declaration is warranted.

Major Incident Declaration

The decision to declare a Major Incident will always be made in a specific local and
operational context. There are no precise, universal thresholds or triggers. Where
Local Resilience Forums (LRFs) and responders have explored these criteria in the
local context and ahead of time, decision makers will be better informed and more
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confident in making that judgement.
NHS Incident response levels

Incident response levels describe at which level coordination takes place. These levels
are being used by all organisations across the NHS when referring to incidents. They
are specific to the NHS in England and are not interchangeable with other
organisations’ incident response levels.

Incident Levels

Level 2 An incident that requires the response of a number of NHS-
funded organisations within an ICS and NHS coordination by the
ICB in liaison with the relevant NHS England region
Level 3 An incident that requires a number of NHS-funded organisations
within an NHS England region to respond. NHS England to
coordinate the NHS response in collaboration with the ICB.
Support may be provided by the NHS England Incident
Management Team (National).

The level of the response may need to be escalated or de-escalated. The process for
this needs to be agreed in conjunction with health strategic commanders so it can be
coordinated across all organisations. Please refer to Appendix A for the criteria and
triggers for escalation.

8.2.3. System Coordination Centre (SCC) and Incident Coordination Centre (ICC)

The System Resilience Team is responsible for ensuring the organisation has suitable
areas, facilities and equipment for managing incidents, including any appropriate
hardware and software necessary to manage those. The Incident Coordination
Centres will be maintained by the System Resilience Team. Appropriate ICCs are
maintained by the System Resilience Team, who also deliver appropriate training for
Executive and Strategic Commanders and ensure ICCs are available during any
incident response, with appropriate communication systems.

8.2.4. Decision Logging

For accurate record keeping and auditing purposes, all staff members that fulfil an
incident response associated role are trained in the principles of Defensible Decision
Making.

NENC ICB has access to a pool of trained loggists to support to the decision maker in
the accurate recording of decisions during the response to an incident.
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8.2.5. Mutual Aid

During incident response an organisation’s capacity and / or capability to provide safe
and effective patient care may be exceeded. Once internal business continuity
arrangements have been exhausted, it may be necessary to seek support from other
organisations in a formal, documented way.

This formalised support is referred to as ‘mutual aid’.

Please refer to the Regional Mutual Aid and guidance outlining the response to a
significant health related incident or emergency, as well as the associated NENC ICS
Memorandum of Understanding and associated local agreements.

The Mutual Aid Agreement and relevant associated processes and documentation are
also referenced in the ICB’s Incident Response Plan and Business Continuity Plan.

8.2.6. On-call Arrangements

The organisation has a mechanism in place to ensure out of normal operating hours
executive cover for the receipt and action of incident notifications from staff and
external partners. This ensures that the ICB has a 24/7 provision for executive decision
makers that can act on behalf of the ICB.

A daily Executive and Strategic rota is maintained by the System Resilience team. The
on-call function is also supported 24/7 by the North East Ambulance Service NHS
Foundation Trust who hold the rotas.

The on-call commander framework describes the mechanism, training requirements
and roles and responsibilities of the on-call commanders.

8.3. Business Continuity

The ICB has a *Business Continuity Management System in place to ensure all critical
services produce, maintain and validate business continuity plans aligned to 1SO
22301.

Templates developed by the System Resilience Team are used to develop plans to
ensure the continuation of provision of services and functions of the ICB to pre-defined
levels of service during any reasonably predictable interruptions or incidents.

Key suppliers and contractual arrangements are covered under the ICB’s BCMS
arrangements.

8.4. Co-operation and Information Sharing

Senior members of the ICB and the System Resilience Team represent the ICB at the
four Local Resilience Forums (North East and North Cumbria) and work closely during
LRF exercising events with multi-agency partners and input into local level plans
(Pandemic Flu, Heatwave/ Cold Weather etc).

The NHS in England will also have in place strategic forums for joint planning for health
incidents: these are known as local health resilience partnerships (LHRP). These
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partnerships will support the health sector’s contribution to multi-agency planning
through the LRF.

The ICB’s AEO also Co-Chairs the NHS LHRP meetings alongside the Director of
Public Health to support preparations for emergencies.

Internal co-operation and information sharing between the System Resilience Team,
and the ICB services is facilitated via the EPRR Steering Group. The sharing of
information with partner agencies and organisations ahead of, during and after
incidents is documented within the ICB Information Governance Guidance in line
with Freedom of Information Act 2000, General Data Protection Regulation 2016,
Caldicott Principles, Safeguarding requirements and the Civil Contingencies Act
2004.

8.5. Warning and Informing Staff and the Public

The NENC ICB maintain arrangements to make information available to the public on
emergency preparedness matters and to warn, report and advise the public in the
event of an incident. The ICB Communications Team informs the public during
incidents via the ICB Internet page and can deliver communications by a variety of
routesfor specific events if necessary. These arrangements are detailed in the
*Incident Communication Plan maintained by the ICB’s Communications Team.

8.6. Embedded Emergency Preparedness

8.6.1. Training

The training of staff who have a response role for incidents is of fundamental
importance. NHS organisations are familiar with responding to routine everyday
challenges by following usual business practices.

Notwithstanding COVID-19, very few staff members will respond to incidents on a
frequent basis. If staff are to respond to an incident in a safe and effective manner,
they require the knowledge and skills to do so in line with their assigned role.

The System Resilience Team will produce an ongoing programme of work covering
training and exercising of those involved in any incident response to ensure
compliance and competence. The driver for this programme should be the Training
Needs Analysis and informed by the current Risk Register the recommendations from
previous incidents and emergencies.

Role specific training programmes will be developed and delivered in line with the
National Occupational Standards.

Once published it will be the duty of those involved in incident response to ensure that
they have attended the appropriate sessions relevant to their role. The AEO will
provide the board with regular updates on staff training compliance and attendance
numbers.

8.6.2. Training records

The System Resilience Team will maintain and review the ICB’s training records. The
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overarching document will reflect all staff members’ attendance and compliance with
training requirements and ensure that their training portfolios align, at least, in line with
the Minimum Occupational Standards.

As part of the maintenance schedule, the System Resilience Team will review the
suitability of training and ensure that it meets the needs of those being trained. Training
will be evaluated by each participant though a reflection session and feedback form.

8.6.3. EPRR Role Specific Training

To ensure staff are familiar with EPRR plans and their roles and responsibilities within
those plans in the event of an incident and the need to activate the plans, the System
Resilience Team and other appropriately trained staff run specific training including,
but not limited to on-call commander training, incident response training, business
continuity awareness sessions and loggist training.

8.6.4. Executive and Strategic Commander Training

NHSE NEY provide strategic level training in line with the National Occupational
Standards. This training package is called Principles of Health Command. The System
Resilience Team will ensure that all ICB Executive and Strategic commanders will
have attended the Principles of Health Command training and refresher sessions as
required.

Additionally, commanders will be attended internal training and training provided by
partners, such as the LRF SCG training.

8.6.5. EPRR Awareness Training for All Staff

EPRR Awareness training is delivered by the System Resilience Team during staff
induction which is given to all starters. The session raises awareness of the different
types of incidents in line with the NHS Incident Classification and provides staff with
basic knowledge of escalation routes and the material available to them.

8.7. Exercising

Plans developed to allow organisations to respond efficiently and effectively must be
tested regularly using a variety of processes, such as table-top and live play exercises.
Roles within the plan, not individuals, are exercised to ensure they are fit for purpose
and encapsulate all necessary functions and actions to be carried out in an incident.

8.7.1. Exercising Frequency

Learning from exercises is central to developing a method that supports personal and
organisational goals and must be part of an annual plan validation and maintenance
programme.

Each NHS-funded organisation is required to undertake the following:

Exercise Type Minimum Frequency

SCC/ ICC equipment test Every 3 months
Communications systems exercise Every 6 months
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Table-top exercise Every 12 months
Live play exercise Every 3 years
Command post exercise Every 3 years

8.8. Continuous Improvement

Each exercise and incident within the ICS should be viewed as an opportunity to
review, learn from and improve existing processes.

8.8.1. Post Incident or Exercise Actions

Following each incident or exercise irrespective the size and scope of the event the
areas affected should:

8.8.1.1. Hot Debrief

Carry out a Hot Debrief of those staff members involved to seek opportunities for
learning from the event. This should be done by the Managers/Service Leaders of the
staff involved before the staff finish their shifts.

The notes of these sessions should be retained; recorded and passed through the
relevant management chain to ensure the knowledge gained is incorporated into the
improvement processes

8.8.1.2. Cold Debrief

Carry out a Cold Debrief of those staff members involved together with the interfacing
teams including Partner Agencies where relevant. Cold Debriefs should take place
within 28 days of the event. Debriefs should be in the form a structured session
facilitated by the relevant level of management. The observations of these sessions
should be recorded and passed to the relevant working groups and distributed as
necessary to ensure the maximisation of learning.

8.8.1.3. Debrief Report

In those cases where the observations from the debriefs indicate a weakness of the
Incident or Business Continuity Planning Response, the System Resilience Team shall
ensure they are recorded in a formal report together with the recommendations for
improvements and ensure that they have been carried out in compliance with the
report’s recommendations. The report should cover the performance of the People,
Processes and Resources used, including any identified deficiencies in the relevant
training programmes.

All incident and debrief reports are to be filed by the System Resilience Team. The
reports are to be shared with the ICB Executive Team and actions are to be recorded
and tracked on the EPRR Lessons Register. Lessons identified are to be shared with
the system via the usual escalation routes to the local ICS, through the LHRP, the
wider NHS and with partner organisations in line with the ICBs Data Protection and
Confidentiality Policy and associated Data Sharing Protocol.
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8.8.1.4. EPRR Lessons Register

All incident and debrief reports will capture learning and recommendations. These will
be recorded in a register held by the System Resilience Team who will also monitor
their implementation with the support of the AEO. The register will be published
internally and will be shared with the EPRR Steering Group and ICB Executive Team.

9. Resource Commitment

The Chief Executive is responsible for ensuring that funding and resources are
available to allow the implementation and maintenance of the Organisation’s EPRR
arrangements. They will be assured on an annual basis by the Accountable
Emergency Officer that the finance and equipment for EPRR is available and
appropriate to meet the organisations statutory responsibilities.

9.1. Access to funds in emergencies

The budget for EPRR is made available from the department’s budget and is provided
for:

EPRR training

EPRR exercising

EPRR management & administration equipment

EPRR incident management centres upkeep and maintenance

Separate additional funding is available for spending necessary to support the
organisation’s response to an incident. A process is in place for strategic commanders
to access funding in any response. The process is documented in the ICBs Scheme
of Delegation.

10. EPRR Governance Arrangements

The minimum requirements that NHS-funded organisations must meet are set out in
the Core Standards. These standards are in accordance with the CCA 2004, the 2005
Regulations the NHS Act 2006, the Health and Care Act 2022 and the Cabinet Office
national resilience standards.

The ICB will provide evidence of their compliance to their board, at a public board
meeting, and by the ICB board issuing a Statement of EPRR Conformity to their
commissioners as part of the Annual Board Report. An annual statement of EPRR
preparedness activity will be published in the organisation's annual report (public
accounts) document. This is the responsibility of the AEO as described in the roles
and responsibilities section of this document. This process will take place annually
following the completion and receipt of confirmation of the final agreed position against
the core standards provided by the NHSE NEY team.

11. Planning Standards

This policy has been written in line with the NHS North East and North Cumbria
Integrated Care Board - Policy Guidance.
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All EPRR Plans and Policies are to be monitored, updated, and reviewed in line with
the statutory requirements and as presented in Section 17 Monitoring Table.

12. Schedule of Distribution and Publication

The EPRR Policy will be published on the North East and North Cumbria Integrated
Care Board public facing website and will be available to all staff via the intranet.

13. Reporting

The EPRR Work Programme is being reviewed on a quarterly basis by the ICB’s
EPRR Steering Group. Plans and policies, past the internal consultation process are
submitted to the Policy Review Group for ratification. Within the organisation, the
EPRR function is managed by the Director of System Resilience that reports directly
to the ICB’s AEO.

13.1. System Resilience Team — Organisational Chart

Chief Strategy Officer (AEO)

Director of System Resilience

Deputy Director of System
Resilience

Resilience Lead
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14. Staff Compliance Statement

All staff must comply with this ICB-wide policy and failure to do so may be considered
a disciplinary matter leading to action being taken under the ICB’s Disciplinary Policy.
Actions which constitute breach of confidence, fraud, misuse of NHS resources or
illegal activity will be treated as serious misconduct and may result in dismissal from
employment and may in addition lead to other legal action against the individual/s
concerned. A copy of the ICB’s Disciplinary Policy is available on the Intranet and ICB
websites.

15. Equality and Diversity Statement

In applying this policy, the ICB will have due regard for the need to eliminate unlawful
discrimination, promote equality of opportunity, and provide for good relations between
people of diverse groups, in particular on the grounds of the following characteristics
protected by the Equality Act (2010); age, disability, gender, gender reassignment,
marriage and civil partnership, pregnancy and maternity, race, religion or belief, and
sexual orientation, in addition to offending background, trade union membership, or
any other personal characteristic.

16. Ethical Considerations

The ICBs recognise their obligations to maintain high ethical standards across the
organisations and seek to achieve this by raising awareness of potential or actual
ethical issues through the Policy consultation and approval process.

17. Review, update and compliance

This section describes how the implementation and effectiveness of the EPRR Plans
and Policies will be monitored and provides details of corporate or local procedures to
be developed to support this.

The System Resilience team will ensure that the key processes set out in this
document are audited. The results will be fed back via the EPRR governance
structure. Where monitoring has identified deficiencies, recommendations and an
action plan will be developed to improve compliance with the document. See table
below for specific details:

Monitoring and audit

Process in the . . .
Key Method Who By Committee | Learning/ Action Plan
Performance
Indicators (KPI)/
Criteria

Response Compliance with | The AEO will EPRR EPRR The results of all reviews,
NHS EPRR Core | review the Governance | Governance | audits and self-
Standards, the EPRR Policy Group Group assessments both
Civil and the internally or externally
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Process in the

Monitoring and audit

policy Key Method Who By Committee | Learning/ Action Plan
Performance
Indicators (KPI)/
Criteria
Contingencies following will be clearly
Act 2004 and its | documents: documented and
associated Executive Executive maintained with
statutory/non- e ICBRisk Team Team corrective and
statutory Register preventative actions
guidance Accountable identified to ensure
e Incident Emergency continual improvement
Response Officer Accountable | across the organisation.
Plan Emergency
Officer Post-incidents single

e Business
Continuity
Plans and
Procedures
(including
business
impact
analysis);

e Training
and
Exercise
Plan;

The Director of
System
Resilience will
also ensure that
any appropriate
external audits
tools and
assurance
processes are
conducted on a
regular basis,
examples of
external audit
tools include:

e Provision of
assurance
to NHS
England;

e Separately,
or through
the LHRP

agency and multi-agency
debriefings will be used
to inform learning from
live incidents, training
events and exercises to
ensure all plans,
procedures and
Standard Operating
Procedures reflect best
practice.
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Process in the

Monitoring and audit

policy Key Method Who By Committee | Learning/ Action Plan
Performance
Indicators (KPI)/
Criteria

Ensure the ICB | Compliance External External/Inte | EPRR

is fully measured auditing, NHS rnal Governance

compliant with against assurance Group

Emergency recognised process and

Preparedness performance process of peer Executive

standards indicators: review of ICB Team

Compliance to
best practice
identified in Civil
Contingencies
Act 2004
guidance
Emergency
Preparedness

Compliance to
Civil
Contingencies
Act 2004
guidance
Emergency
Response and
Recovery

Compliance to
NHS Core
Standards for
EPRR

progress with
Emergency
Preparedness.

Annual
assurance
submission of
EPRR
capability
through NHS
England
Cumbria and
North East
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18. Appendices

Appendix A — NHS EPRR Framework Incidents Escalation Criteria

Level 1 -Organisation level response Coordinating organisation: NHS-funded
organisation

If the following applies the incident may need to be escalated to Level 2:

Capacity and demand reaches, or threatens to surpass, a level that
requires wider resources that cannot be accessed by the provider

A Business Continuity Incident that threatens the delivery of patient
services (in line with ISO 22301)

Responding to a declared Major Incident or Major Incident standby

A media or public confidence issue that may result in local, regional or
national interest

A significant operational issue that may have implications wider than the
organisation e.g. public health outbreak, suspected high consequence
infectious disease (HCID), security incident, Hazmat incident

Level 2 — Local level response Coordinating organisation: ICB with NHS
England (Region)

If the following applies the incident may need to be escalated to Level 3:

Capacity and demand reaches, or threatens to surpass, a level that
requires wider resources that cannot be accessed by the ICB

A Critical Incident that threatens the delivery of critical services or presents
a risk of harm to patients and/or staff

Responding to a declared Major Incident or Major Incident standby

A media or public confidence issue that may result in local, regional or
national interest

A significant operational issue that may have implications wider than the
local ICS e.g. public health outbreak, suspected HCID, security incident,
Hazmat/CBRN incident

Level 3 — Regional level response Coordinating organisation: NHS England
(Region)

If the following applies the incident may need to be escalated to Level 4:

Capacity and demand reaches, or threatens to surpass, a level that
requires national coordination or NHS mutual aid e.g. need for ECMO,
HCID, burns treatment or other specialist functions

A Business Continuity Incident that threatens the delivery of an essential
NHS England function or a protracted incident effecting one or more NHS
England site

A Critical Incident with the potential to impact on more than one ICB

A declared Major Incident which may have a significant NHS impact and/or
the establishment of an NHS England Incident Coordination Centre

A media or public confidence issue that may result in regional, national or
international interest

A significant operational issue that may have implications wider than the
remit of one NHS England region e.g. flooding, security incident,
Hazmat/CBRN incident, Critical National Infrastructure, collapse of a
commissioned supplier that provides services to more than one region
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¢ Anincident that may require the request and activation of Military Aid to the
Civil Authorities (MACA)

Level 4 — National level response Coordinating organisation: NHS England
National Team (with DHSC where appropriate)
If any of the following apply or are required, DHSC should be informed:

e Capacity and demand reaches, or threatens to surpass, a level that
requires international coordination e.g. need for ECMO, HCID, burns
treatment or other specialist function

¢ Invocation of central government emergency response arrangements

¢ |ssues that may require invocation of ‘Emergency Powers’ to be invoked
under the A 2004 or measures under sections 252A or 253 of the NHS Act
2006

¢ A Business Continuity Incident with the potential to impact on significant
aspects of the NHS e.g. NHS Supply Chain, NHS Blood and Transplant

e A declared Major Incident which may have national and/or international
implications e.g. CBRN, MTA

e A media or public confidence issue that may result in national or
international interest

¢ A significant operational issue that may have implications wider than the
remit of the NHS e.g. Critical National Infrastructure

e An incident that may require the request and activation of MACA
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Appendix B - Equality Impact Assessment

Initial Screening Assessment

As a public body organisation we need to ensure that all our current and proposed
strategies, policies, services and functions, have given proper consideration to
equality, diversity and inclusion, do not aid barriers to access or generate
discrimination against any protected groups under the Equality Act 2010 (Age,
Disability, Gender Reassignment, Pregnancy and Maternity, Race, Religion/Belief,
Sex, Sexual Orientation, Marriage and Civil Partnership).

This screening determines relevance for all new and revised strategies, policies,
projects, service reviews and functions.

Completed at the earliest opportunity it will help to determine:

e The relevance of proposals and decisions to equality, diversity, cohesion and
integration.

e Whether or not equality and diversity is being/has already been considered
for due regard to the Equality Act 2010 and the Public Sector Equality Duty
(PSED).

e Whether or not it is necessary to carry out a full Equality Impact Assessment.

Name(s) and role(s) of person completing this assessment:
Name: Marc Hopkinson

Job Title: Director of System Resilience

Organisation: North East and North Cumbria Integrated Care Board

Title of the service/project or policy: NENC ICB EPRR Policy

Is this a;
Strategy / Policy KService Review [ Project (I

Other Click here to enter text.

What are the aim(s) and objectives of the service, project or policy:

The aim of the policy statement and the supporting Incident Response Plan is to
demonstrate how North East and North Cumbria Integrated Care board (the ICB) will
meet its obligations with regard to Emergency Preparedness, Resilience and
Response (EPRR).
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Who will the project/service /policy / decision impact?
(Consider the actual and potential impact)
o Staff

e Service User / Patients []

e Other Public Sector Organisations[]

e Voluntary / Community groups / Trade Unions []
e Others, please specify

Questions Yes

o

X |z

Could there be an existing or potential negative impact on any of the
protected characteristic groups?

Has there been or likely to be any staff/patient/public concerns?

Could this piece of work affect how our services, commissioning or
procurement activities are organised, provided, located and by whom?

Could this piece of work affect the workforce or employment practices?

oo ool o
XX

X X

Does the piece of work involve or have a negative impact on:
e Eliminating unlawful discrimination, victimisation and harassment
e Advancing quality of opportunity
e Fostering good relations between protected and non-protected
groups in either the workforce or community

If you have answered no to the above and conclude that there will not be a
detrimental impact on any equality group caused by the proposed
policy/project/service change, please state how you have reached that
conclusion below:

There is no significant/material impact or change to the working practices of staff
who would support the EPRR workstream.

If you have answered yes to any of the above, please now complete the
‘STEP 2 Equality Impact Assessment’ document

Accessible Information Standard Yes | No

Please acknowledge you have considered the requirements of the O
Accessible Information Standard when communicating with staff and
patients.

https://www.england.nhs.uk/wp-content/uploads/2017/10/accessible-
info-standard-overview-2017-18.pdf

If any of the above have not been implemented, please state the reason:

Click here to enter text.
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Governance, ownership and approval

Please state here who has approved the actions and outcomes of the screening

Name

Job title

Date

Jacqueline Myers

Director of Systems
Oversight

July 2022

Presented to (Appropriate Committee)

Publication Date

ICB Board

July 2022

Publishing

This screening document will act as evidence that due regard to the Equality Act
2010 and the Public Sector Equality Duty (PSED) has been given.

ICBP014 EPRR Palicy (3)
Official

Page 32 of 32




